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Software License

LomaCons InstallKey software is licensed, not sold. If you do not agree to these terms you
cannot utilize this software and you must destroy all copies.

Custom licensing agreements can be made by contacting LomaCons.

This license governs use of the accompanying software. If you use the software, you accept this license.
If you do not accept the license, do not use the software. This license agreement is valid without the
licensor's signature or the licensee’s signature. It becomes effective upon the licensee's installation or use
of the software.

1. Definitions

The "licensor" is LomaCons.

The "licensee" is the user of this software.

A "computer" is a single physical computer or single virtual machine.
2. Grant of Rights

The following grants are subject to the terms of this license, including the conditions and limitations in
section 3.

(A) The licensor grants the licensee a non-exclusive, worldwide, royalty-free license to use the software.

(B) The licensee may install the software on no more than four computers. If the licensee has purchased
the source code, the licensee may install the software or derivatives of the software on no more than
twenty-five computers. The licensee may make copies of the software for backup purposes only.

(C) The licensor grants the licensee the right to distribute under a license of the licensee’s terms, only the
original, unmodified, non-derivative copy of LomaCons.InstallKey.ClientSide.dll and
LomaCons.InstallKkey.Common.dll, only when included in the licensee’s distribution to perform license
validation of the licensee’s distribution. If the licensee has purchased the source code, derivatives of
these assemblies, in a similar compiled dll form, may be distributed under a license of the licensee’s
terms, only when these distributed assembly files have been renamed and obfuscated. All other files or
derivates of other files may not be redistributed.

3. Conditions and Limitations

(A) The software is licensed "as-is." The licensee bears the risk of using it. The licensor gives no express
warranties, guarantees or conditions. The licensee may have additional consumer rights under local laws
which this license cannot change. To the extent permitted under local laws, the licensor excludes the
implied warranties of merchantability, fitness for a particular purpose and non-infringement.

(B) The licensor has the right to terminate this license agreement and licensee's right to use this software
upon any breach by licensee.

(C) The licensee agrees to remove, uninstall and destroy all copies of the Software upon termination of
the License.

(D) The licensee cannot rent or lease the software. The licensee may permanently transfer this license,
provided that the licensee uninstalls and retains no copies, that the licensee transfers all the software,
upgrades, derivatives, media and documentation and that the transferee agrees to be bound by the terms
of this license.

(E) This license does not grant the licensee rights to use the licensor's name, logo, or trademarks.

(F) All right, title, copyrights and interest in the software are owned exclusively by the licensor. The
software is protected by copyright laws and international treaty provisions. The software is licensed to the
licensee, not sold to the licensee. The licensor reserves all rights not otherwise expressly and specifically
granted to the licensee in this license.

(G) If for any reason a court of competent jurisdiction finds any provision of this license, or any portion
thereof, to be unenforceable, that provision of this license will be enforced to the maximum extent
permissible so as to effect the intent of the parties, and the remainder of this license will continue in full
force and effect.
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1. Product Overview

The LomaCons InstallkKey framework can be added to any .Net 2.0, 3.0 or 3.5 based applications
to provide secure server validated licensing and product InstallKey validation with installation
counting. InstallKey is functionally similar to the licensing and product activation scheme used by
Microsoft to license their Office and Windows products where you must validate a license key
against both the installation hardware and a licensing server to install and use the software.

Features
InstallKey has the following features.

e Uses 30 character installation keys made up of unambiguous capital letters and numbers.
This helps to make keys easy to read and enter by end users.

e Data entry key validation. This helps to catch most data entry errors before validating
the installation key against the server.

o Installation key validation against a central server. Validating an installation key against
a server should prove to be harder to bypass, as well as providing a mechanism to
revoke rogue keys.

e Unique key usage counting tied to the hardware where the software is installed. Key
usage counting is done by comparing machine specific hardware identifiers.

e Written in Visual Studio 2008 and based on .Net 2.0. Because only .Net 2.0 features are
used, InstallKey is also compatible with Visual Studio 2005 and .Net 3.0, 3.5.

e Database backend for the server component can be SQL Server 2005, SQL Express 2005,
SQL Server 2008 or SQL Server 2008 Express.

e Server validation is only required once. A tamper-proof surety file that is specific to the
machine and key where the installation occurs can be verified again at any time, without
another round trip to the server.

e Custom data can be securely passed to and from the server during validation. Custom
data is tamperproof and can be securely retrieved at any time after validation without a
round trip to the server.

e Trial Keys that expire after a given date.
e Validation can be performed with or without an internet connection.

e Add-ins and interfaces allow InstallKey to be extended and customized.

Overview Details

In the wild, licensing will probably not stop a determined hacker, but it should keep your honest
customers honest. Licensing should be used to keep legitimate customers from grossly violating
the software license agreement, and to prevent casual copying.

For example, the most common use for software licensing is to prevent a customer from
purchasing a single copy of software and installing it on many, many more machines than agreed
to.

To use InstallKey to add license validation in your applications, you will need to reference the
LomaCons.InstallKey.ClientSide.dll from your application. The objects in this assembly will
perform validation and return a result. If the key is valid your application code will allow the user
to continue.
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The client side code performs licensing against the local machine and a central server. Thus, you
will maintain control over the validity of a customer’s installation key at the time when the
customer validates their license.

InstallKey Architecture
The diagram below shows the components and interactions of the InstallKey framework.

Your Application: W

InstallKey.ClientSide.dIl J

InstallKeyBusinessService website
- Y )

Validator.asmx

—O lldentifierMatch
Your Addin |—O IPreValidate
F—O IPostValidate

InstallKkeyAdmin Websiteﬁ

Your Addin ——O IAddInKeyEdit
—O IAddIinKeyNew

LoginBusinessUser.asmx

BusinessLayer.asmx

InstallKey
Database

(SQLServer)

InstallKey Architecture

Your Application

Your application will reference the InstallKey Client Side dll. The Client Side dll encapsulates the
key validation and surety verification as well as the web service call. Your application is left to
determine when the validation occurs and how the validation results effects the functioning of
your application.

InstallKey Surety

The surety is a tamper-proof xml file that contains the information necessary to validate the
installation without having to contact the server.

InstallKey Database
All data and keys are maintained in a SQL Server 2005 or 2008 database
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InstallKey Business Service Website

The InstallKey Business Service website is the central point for both creating and validating
installation keys.

The Validator.asmx web service is called by the client side dIl to perform validation. This web
service does not require authentication for access. Optionally you can add an Add-In to
implement the IIdentifierMatch, IPreValidate and/or IPostValidate interfaces to provide additional
customization at key validation time. These two interfaces allow you to customize the validation
process and/or place your data in the surety to be passed to and / or from the server.

The LoginBusinessUser.asmx service is used to authenticate access to the BusinessLayer.asmx
webservice. It also does not require authentication to access.

The BusinessLayer.asmx web service provides all the functions for creating and maintaining the
installation keys. This web service requires authentication for access.

InstallKey Admin Website

The Installkey Admin Website is a web application that provides a simple user interface on top of
the BusinessLayer.asmx web service. It provides the basic functionality for creating and
managing keys.

Optionally, you can also create your own application for managing your installation keys that calls
the BusinessLayer.asmx web service directly.
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2. Use Cases

The use cases that follow are based on this code snippet. This code snippet is an example of the
code that you would call during the startup of your application to determine if the application is
licensed.

private const string _password = ngnj;
private const string _keysetFactor = nj<keyset >é é</;keyset >nj

/// <summary>
/// Validates that the application is licensed. Will validate against
/// the server if the local surety file is not found or is not valid
/// </summary>
/// <returns>
/// true if the license is valid, false otherwise
/// </return>
public bool ValidateLicense() {
ClientLicense cl;
string key;
EnumValidationStatus result;

cl = new ClientLicense(_password, _keysetFactor);
if (cl.IsLicensed) {

return (true);
T

key = PromptUserForKey(Q);

iT (cl.Doeslnstal IKeyMatchKeyset(key) == false)
return (false);

result = cl._.ValidateAgainstServer(key);

if (result == EnumValidationStatus.OK) {
return (true);

return (false);

Performing Licensing

Licensing can be done at any time that is appropriate for your application, but typically it is
performed during the first time your application is run and/or at install time. The steps to
accomplish this are as follows.

1. Create an instance of the ClientLicense object passing in the password and keyset factor
information.

2. Verify that the application is not already licensed, by checking the IsLicensed property.

3. Your code prompts the user for their 30 character InstallKey. Use the
DoeslnstallKeyMatchKeyset method to verify that the key was entered properly by the user.

4. Call the ValidateAgainstServer method to validate the InstallKey against the server.
5. If the validation was successful, the method returns true; otherwise, returns false.
What happened behind the scenes?

The IsLicensed property verified that the application was not already licensed. (More about this
in the next use case.) If the application was already licensed, then the application is allowed to
continue and does not need to contact the central server.

The DoeslnstallKeyMatchKeyset method validated that the user typed in the key correctly. This
is done by validating that the key matches the keyset. This does not validate that the user has a
valid key, only that the user typed it in correctly. It is possible, although unlikely, for a user to
enter a key that matches the keyset, but is not a valid key. It is also quite possible for a
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determined hacker to create a random valid key. This is why the key must always be validated
against the server.

The ValidateAgainstServer method performs a few activities. First, it retrieves information that is
specific to the machine, including any network MAC addresses, Hard Drive serial numbers,
Processor Identifiers and BIOS Identifiers. Next, the InstallKey and the identifiers are bundled
into a surety and sent via a web service call to the license server for validation. Next, the web
service validates the uniqueness of the identifiers relative to the InstallKey, and validates that the
number of unique installs has not been exceeded. The resultant validated surety is then sent
back to the client. Once back on the client the validated surety is persisted out to a local file.
(More about this local surety file in the next use case.)

What happens at this point is up to you. If the key is valid, you should allow the application to
run. If the key is not valid, the application should terminate, or possibly run in a reduced
functionality mode. How your application behaves is up to you.

Licensing on Subsequent Runs

After the application has been initially licensed, a surety file will have been created and stored on
the local machine. The surety is a small Xml file that contains all the information collected during
the initial licensing, including the installation key and the machine specific identifiers.

Additionally, the surety can contain custom information in a property bag. (See the section on
sending custom data to/from the server for more information.)

The IsLicensed property is used to validate that the application is already licensed by using the
information in the surety file. The current machine specific information is found, and compared
to the values stored in the surety file. If the values are largely different, the validation will fail
and the IslLicensed property will return false.

Notice that it is not necessary to validate against the server each time you want to verify the
license. This is because the surety file is tamper-proof and includes the machine specific
information at the time it was validated against the server. Therefore we can assume that the
license is valid as long as the surety was not compromised, and the machine specific information
is the same.
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3. Thwarting Attempts to Bypass Licensing

There are some common scenarios that your users may attempt to try to bypass the licensing
and validation. Because the surety file is tamper-proof and is tied to the specific machine where
installed, InstallKey can successfully prevent these attempts.

Casual Copying

Attempting to copy the surety file to another machine will cause the licensing to fail on the other
machine. This is because the machine specific information will not match the information stored
in the surety file.

Modifying the Surety File

The surety file contains a validation code that is used to validate and verify that the surety file
was not tampered with. Attempting to modify the surety file contents or the validation code will
cause the surety file to become invalid.

Brute Force Attacks

Every system can be bypassed by a brute force attack where a rouge user tries repeatedly to
enter valid keys. InstallKey is no exception; however, precautions can be taken to limit this in
both your code and by InstallKey.

First, even if a rouge user entered a random key that that matches the keyset, your code should
always be written such that it still has to pass the server validation at least once. Because the
total number of unique keys is so large that the probability of the same key being generated by
the server and randomly selected by the rouge user is infinitesimally small, the key most likely
will not exist on the server and the validation will fail.

Second, your application can prevent a brute force attack by limiting the number of times a user
can attempt to enter an invalid key. Your code can be written such that multiple attempts to
license with a bad key will cause the application to terminate, thus making it quite inconvenient
to enter many keys.

Third, even if a rouge user manages to enter a valid key that also exists on the server, the key
can be revoked at any time to prevent further usage attempts.

Revoking Keys

InstallKeys do get used multiple times and there’s not much you can do to prevent a key from
being shared or getting out in the wild. But InstallKey does provide a key revocation mechanism
to handle this scenario.

By revoking the key, you effectively disable the key at the server. Attempts to validate a revoked
key against the server will always fail, regardless of the number of times the key has been used.
What this does is prevent any further validations with the key to succeed.
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4. InstallKey Installation
InstallKey consists of a few different parts

The client side components are in two dlls, LomaCons.InstallKey.ClientSide.dll and
LomaCons.InstallKey.Common.dll. These two dlls are referenced by your application to
provide the licensing functionality and may be redistributed only with your application.

The server side component is a web site called InstallKeyBusinessService. This web site
provides a few web services. One handles validation requests from the client side
component, and another handles key management requests. Other web services are
used to facilitate access to the key management requests.

An Administration component called InstallKeyAdmin. This web site provides a simple
Web based UI that allows you to administer the licensing server to create keysets, keys,
revoke keys, and increase install count limits. The business logic for the Administration
web site makes use of the key management web service in InstallKeyBusinessService.

A SQL 2005 (or SQL 2008) database. This database holds all the information about the
installation keys. You should always have a backup of this database. Dropping or losing
this database will cause all of your keys to become invalid.

Security of the BusinessLayer

The Business Service layer is secured by Forms Authentication. This allows only authenticated
users to create and manage installation keys.

The login that was created when the web service is installed can be used to login to
LomaCons.InstallKey.Admin website to allow access to the Admin Tools.

Consuming the BusinessLayer

The BusinessLayer.asmx web service contains all the methods for editing the keysets and
installation keys. This web service is used by the InstallKey Admin or it may also be used directly
to write your own custom Administration application.

Installing the BusinessService Web Appplication

Run the LomaCons.InstallKey.BusinessServiceSetup.msi installer. The installation wizard will
install the BusinessService website, optionally create the database, and copy the client side
components and help files to the Program Files folder. The following describes the process of
installing the Business Service and Client Side components.
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Installation Key
Enter your installation key or leave the field blank to install as a demo.

A demo is fully functional, however because it is a demo, you will be limited to creating one
keyset and three installation keys. If you later purchase an installation key, the key can be
applied without re-running the installation.

A valid installation key will allow you to create an unlimited number of keysets and keys. A
standard license will allow you to install InstallKey on four unique machines. A source code
license will allow you to install InstallKey on twenty-five machines.

Install Key Business Service Configurator §|

Installation Key

Fleaze enter your installation key for Install Key. Leave the field blank, for a demo.

A demo ingtallation if fully functional but is limited to a masimum of 1 kepzet and 3 inztallation
keyz. Thiz will allow vou to evaluate if Install Key fitz pour needs.

€4 F'revicuus” Memt 3 l [ Cancel
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Optional Database Creation

Creating the InstallKey database during installation is optional. The database can be created on

SQL Express 2005, SQL 2005, SQL Express 2008 or SQL 2008. If you choose not to create the
database now, it can be created at a later time by using the InstallKey Business Service
Configurator tool.

Install Key Business Service Configurator §|

Create Database

Do pou want ko create an Install Key databasze now? |f pou coose not to create one now,
oL can create ane later by running the [ngtall K.ey Configuratar,

Create the Install Key Databaze

L4 F'reviu:uus] [ Mest »» l [ Cancel
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SQL Server Admin Connection

Select the SQL Server and a login with access rights to administer the SQL Server instance. This
login will be used by the installer to create the database.

Install Key Business Service Configurator [5_<|

SQL Server Admin Connection

Enter pour SOL Server and SOL Admin connection zettingz.  This login will be uzed to
connect ko the SGL Server bo create the Install Key databaze and must be able to create
and modify the database schema.

Server: | MSOLEwpress |

Logir: | |

Paszward: | |

Lze Integrated Authentication Test Connection

L4 F'reviu:uus] [ Mest »» l [ Cancel
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InstallKey Database

Enter the name of the database to create. If the database already exists, it will be dropped and

a new database will be created.

Install Key Business Service Configurator ['5—<|

Install Key Database

Select an exizting database or enter the name of a new databaze. If pou zelect an existing
databaze, the databaze will be dropped and replaced with an empty Install Key databaze.

D atabaze Mame: | Installkey

L4 F'reviu:uus] [ Mest »» l [ Cancel
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InstallKey Database User

Enter the name of the SQL database user that will be used by the InstallKey Business Service
website to connect with InstallKey database. The SQL login will be created and will be given only
db_datareader and db_datawriter to the database. This is the login that the Business Service will
use to connect to the database and will be written into the web.config file.

Install Key Business Service Configurator §|

Install Key Database User

Select an exizting SGL Server Login or enter a new name to create a new SOL Login. This
SOL Login will be uzed by the Install K.ey Business Service to connect ta the [nstall Key
[Databaze. This databse user will be given db_datareader and db_datawriter access ta the

databaze.
SOL Login: | [nztallk enl ) zer W |
Paszward: |-------------- |

Fiepeat Password; |uunuuun |

L4 F'reviu:uus] [ Mest »» l [ Cancel
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InstallKey Web Service Login

The last step is to provide a username and password to secure the BusinessService website.

Remember this username and password... you will need this login and password when you install
and log into the Admin UL.

Install Key Business Service Configurator [‘5—(|

Install Key Web Service Admin Login

Enter a login name and pazaword for the Install Key "Web Service. IF pou later inztall the
Inztall K.ev Admin web application this login can alzo be uzed ta login there as well.

Additional web zervice loging can be created later by running the Install ey Buzsiness
Service Configurator.

Mew Login: |.-’-'-.dmin |

Passward: |----------- |

Repeat Password: |uu-uuu |

L4 F'reviu:uus] [ Mest »» l [ Cancel
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Confirmation
Confirm the settings you entered and click finish.

%)

Install Key Business Service Configurator

Confirmation

Click Finizh to apply the zettings pou selected or click Previous to review and make

changes.
[nztallation Fey Demo
Install Key Databaze Create Mew Databaze
SAL Server MSGLE#press
D atabaze Mame [nztallk.en
Login [nztallk.epll zer

xxxxxxxx

Lagin Paszward

YWeb Service Login Create Mew Login
Login Adrin

xxxxxxxx

Lagin Paszward

L4 F'reviu:uus] [ Finizh l [ Cancel

You should see this message when the database has been created and the web.config file has
been configured.

Information

\ir) The database has been sucessfully configured and the database conneckion settings were applied to the web.config
file.

Installing the Key Management Admin Web Application

Run the LomaCons.Installkey.AdminSetup.msi installer to install the Key Management Admin.
This will create a website that will be used to create and manage keys and keysets.

During the install you will be prompted to provide the URLs to the InstallKey Web Service. These
URLs are used by the Key Management Admin website to connect to the Business Service web
service.

If you are installing the Admin Website on the same machine as the Business Service you can
accept the defaults. If you are installing the Admin Website on a different machine, enter the
proper URLs.
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Installing on Windows XP and Windows 2003

The following installation notes and prerequisites may be helpful when installing on Windows XP
or Windows 2003

e IIS and the World Wide Web Service must be installed prior to installing .Net Framework

2.0. Run the Add or Remove Programs applet in control panel to Add/Remove Windows
Components.

e The .Net Framework 2.0 must be installed prior to installing InstallKey and IIS should be
configured for ASP.Net.

e The web applications folders must be set for ASP.Net version 2.0 as pictured below.

InstallkeyAdmin Properties

Virtual Directory Documents Directory Security
HTTP Headers Cuistom Emors ASPMET
Microsgft
“P. net
ASPMET wersion: 2050727
Vitual path; |£I nstallk epddmin
File locatior: |E:\inetpub'\wwwrool'\l niztallk.epd dminhweb. confi
File creation date: |5£4£2DDS 8:53:66 P
File last modified: |5£4£2EIE|9 25556 Ph

Edit Configuration... |

[0]8 l [ Cancel
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Installing on Vista, Windows 7, or Windows 2008

The following installation notes and prerequisites may be helpful when installing on Vista,
Windows 7 or Windows 2008.

UAC (User Account Control)

The .msi installers will fail if UAC (User Account Control) is enabled. If UAC is enabled you will
likely see an error message stating “you do not have sufficient privileges” or “Log on as
administrator and retry the installation.” This message can occur even if you are logged in as an
administrator, or if you attempt to run the installer with elevated privileges.

To run the installers you will need to turn off UAC. To turn off UAC, use the User Accounts
applet in the Windows Control Panel. You may need to reboot after disabling UAC. Once you
have successfully run the .msi installers, you can turn back on UAC.

IIS 6 Compatibility

When running the .msi installers on Windows 7, Vista or Windows 2008, IIS6 compatibility must
be enabled in addition to the World Wide Web Service. 1I1S6 Compatibility is only required so that
the installers can create the virtual folders in IIS. Once InstallKey is installed, IIS6 Compatibility
can be disabled.

The following IIS7 features and options should be enabled.
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-

Windows Features El@

Turn Windows features on or off (7]

To turn a feature on, select its check box. To turn a feature off, clear its
check box. A filled box means that only part of the feature is turned on.

= | Internet Information Services -
[T] |} FTP Publishing Service
= [H |, Web Management Tools | _
= & |, 156 Management Compatibility
156 Management Console
I56 Scripting Tools
. I56 WMI Compatibility
., 15 Metabase and IS 6 configuration compatibility
., @5 Management Console
[T . 15 Management Scripts and Tools
[7] . 15 Management Service
=l | World Wide Web Services
= [H |, Application Development Features

EOOO

m

. NET Extensibility

1)) AsP

.. ASP.NET

[ ca

. ISAPI Extensions

. ISAPI Filters |4
[ | Server-Side Includes

= & |, Common Hitp Features

. Default Document

. Directory Browsing

, HTTP Errors

. HTTP Redirection

|, Static Content

[E] |, Health and Diagnostics

[ |, Performance Features

[E] | Security =

HOREE

LomaCons InstallKey




SQL Server Mixed Mode Authentication

InstallKey can be installed for use with the Enterprise, Standard or Express editions of SQL Server
2005 or SQL Server 2008. The InstallKey business service web application installer assumes that
the database server supports mixed mode authentication. It is recommended that you enable
mixed mode authentication for SQL Server. If your database server does not have Mixed Mode
Authentication enabled, you cannot create the database during the install and will need to create
the database after the install and manually edit the database connection in the web.config file.
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5. Business Service Configurator

If you choose to not create a database at installation time, or you would like to create another
database after installation, you can run the Business Service Configurator tool.

This tool can be used to perform the following actions.

Create a new database.
Create a new InstallKey SQL login.

Assign an existing SQL login to the db_datareader and db_datawriter roles on the
database.

Create another web service login.

Apply an InstallKey installation key to upgrade your installation. This allows you to
remove the demo restriction from your installation without having to reinstall.

LomaCons Installkey
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6. Key Management Admin Website

The Key Management Admin website provides a simple web based user interface to manage your
installation keys.

Keysets

A Keyset is a logical grouping of keys. Typically, a separate keyset should be created for each
product you want to support licensing. The keyset is identified by a name, and consists of a
public password and a keyset factor. The keyset factor is used to identify an installation key as
being of that keyset type. The public password is used to perform encryption and key
information validation. This helps to prevent casual tampering of an InstallKey file or server
validation.

Note: Once you have created a keyset, its password cannot be modified.

Installation Keys
After you have created a keyset, you can create installation keys for that keyset.

Logins

Multiple logins can be created, each with their own access rights to view and modify keysets and
keys.
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7. Extending the Key Management Admin Website

The Admin website can be extended without modifying the source code. Interfaces are provided
that can be used to add your custom UI elements and your custom functionality.

Adding to the Menu

Additional menu items and links can be added to the menu bar by modifying the Addin.sitemap
file in the AddInPages folder.

Adding to the Key Add and Key Edit Pages

Additional .ascx UI controls that are specific to a keyset can be added to the Key Add / Edit
pages. The typical use for this is to allow for data entry of information specific to the key that
will be added to the surety during the IPreValidate and IPostValidate.

To add a UI control to the edit page, create an assembly with the .ascx user control and an
object that implements the IAddInKeyEdit interface. When the InstallKeyView.aspx page is
loaded, the code in the web page will look for a dll in the bin folder that contains a type that
implements the IAddInKeyEdit interface that matches the keyset name. If a type is found, it is
created and the .ascx web user control defined by the interface will be loaded and added to a
placeholder in the InstallKeyView web page.

Key Add and Key Edit User Control Sample

The code snippets below show how to implement an .ascx control and supporting object
interfaces. For this use case, suppose that your application is built on one code base with two
feature sets, a standard feature set and an professional feature set. The attributes on the license
will be used to indicate the feature set is enabled.

In this example we are adding the ability to tag an installation key with a feature set attribute.
The attribute setting will be persisted to the database, and used later by an IPostValidate
implementation (see the following chapter for an explanation and example of IPostValidate.)

<%@ Control Language=""C#" AutoEventWireup=""true"
CodeBehind=""IsProfessionalControl .ascx.cs"
Inherits="I1sProfessionalControl™ %>

<div>
<asp:CheckBox ID=""_checkBoxlIsProfessional® runat="server"

Text="IsProfessional" />
</div>

IsProfessionalControl.ascx sample
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public partial class IsProfessionalControl
:UserControl, 1AddInKeyNew, l1AddInKeyEdit {

private int? _pklnstallKey; // holds the primay key when editing

/// <summary>
/// Constructor i initialize _pkinstallKey field to null
/// </summary>
public IsProfessionalControl()
: base() {
_pkinstallKey = null;

}

/// <summary>
/// called on an edit to provide the key to the record being edited
/// </summary>
public void SetlnstallKey(int pkinstallKey) {
_pklinstallKey = pklnstallKey;
3

/// <summary>
/// initializes the checkbox state when editing
/// </summary>
protected override void OnLoad(EventArgs e) {

base.OnLoad(e);

iT (_pklInstallKey.HasValue == false)

return;
_checkBoxIsProfessional .Checked =
ReadlsProfessional (_pklnstallKey.Value);

}

/// <summary>
/// This property must match the keyset name
/// </summary>
public string KeysetName {
get {
return (“MyKeyset");
3

}

/// <summary>
/// returns the path to the ascx control to load into the webpage
/// </summary>
public string VirtualPath {
get {
return (@"~/AddInControls/IsProfessionalControl.ascx™);
3

}

/// <summary>
/// Called to persist a new record
/// </summary>
public void PersistNew(int pkinstallKey) {
PersistlsProfessional (pkinstal IKey,
_checkBoxIsProfessional .Checked) ;

}

/// <summary>
/// Called to persist an edited record
/// </summary>
public void PersistEdit() {
PersistlsProfessional (_pklnstallKey.Value,
_checkBoxIsProfessional .Checked) ;

IsProfessionalControl.ascx.cs code behind sample

LomaCons InstallKey 26



Storing Custom Attributes

Custom Installation Key attributes may be stored using any method or location of your choosing,
including storing them directly in the InstallKey database.

When storing custom values in the InstallKey database, the recommended method is to store
these attributes in a separate table that has a one-to-one foreign key relationship with the
InstallKey table. The T-SQL code snippet below shows how to create a table to hold the
IsProfessional property used in the previous example. In the previous example, the
PersistIsProfessional method would be responsible for inserting or updating the record in the
InstallKeyAttr table and the ReadIsProfessional method would be used to retrieve the current
attribute value.

CREATE TABLE [dbo].[CustominstallKeyAttr](
[pkCustominstal IKeyAttr] [int] NOT NULL,
[IsProfessional] [int] NOT NULL,
CONSTRAINT [PK_Customlinstal IKeyAttr] PRIMARY KEY CLUSTERED
([pkCustomlnstal IKeyAttr] ASC)

ALTER TABLE [dbo].[ CustomlnstallKeyAttr]
ADD CONSTRAINT [FK_Customlnstal IKeyAttr_InstallKey]
FOREIGN KEY ([pkCustomlnstallKeyAttr])
REFERENCES [dbo]-[InstallKey] ([pklInstallKey])
ON DELETE CASCADE

IsProfessional Attribute Storage
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8. Trial Licensing

Trial Licensing is done on a key specific basis where an optional trial expiration date can be
assigned to a key. The expiration date can be securely validated anytime, with or without a
connection to the server.

Trial Use Case

The use case that follows is similar to the use case presented in the prior chapters. In this use
case the license is evaluated and the trial expiration date is compared to the current date using
the IsTrialExpired method. The license is considered to be valid if it is both licensed and the trial
has not expired.

private const string _password = ngnj;
private const string _keysetFactor = nj<keyset >é é</;keyset >nj

/// <summary>
/// Validates that the application is licensed. Will validate against
/// the server if the local surety file is not found or is not valid
/// </summary>
/// <returns>
/// true if the license is valid, false otherwise
/// </return>
public bool ValidatelLicense() {
ClientLicense cl;
string key;
EnumVal idationStatus result;

cl = new ClientLicense(_password, _keysetFactor);
if (cl.IsLicensed) {

return (IsTrialvalid(cl));
3

key = PromptUserForKey();

if (cl.DoeslnstallKeyMatchKeyset(key) == false)
return (false);

result = cl._ValidateAgainstServer(key);

if (result == EnumValidationStatus.OK) {
return (IsTrialvalid(cl));

return (false);

}

/// <summary>
/// Evaluates the trial status of the license and if the license
/// is a trial, this method determines if the trial is expired.
/// </summary>
/// <returns>
/// true if the license is not a trial or not expired,
/// false otherwise
/// </returns>
private bool IsTrialValid(ClientLicense cl){
if (cl.I1sTrial == false)
return(true);
if (cl.IsTrialExpired(Q))
return(false);
return(true);

Evaluating the Expiration Status

The IsTrialExpired method is used to evaluate the trial expiration date based on the trial date
stored in the surety and the current date. By default the date is provided by the Business Service
website. By using the date from the server (rather than the local system date) it is harder for the
user to bypass an expired date by changing the local system date. However, this means that the
user must have an internet connection in order to evaluate the trial status.
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To validate the date, a connection to the license server must exist. Of course, it is not always
possible for a user to have an internet connection. For this reason the ClientLicense object has a
TimeProvider property. The ITimeProvider object assigned to the TimeProvider property is
responsible for providing the current date to the TrialExpires algorithm. InstallKey has two
ITimeProviders, the ServerTimeProvider and the LocalTimeProvider. By using the
LocalTimeProvider, the trial expires will be evaluated against the local system time.

You can also replace the provided TimeProviders with a custom time provider that you provide.
To use your own time provider, you must implement an object that implements the
ITimeProvider and assign this object to the TimeProvider property on the ClientLicense object.

Attempting to Bypass the Trial Date

When using the LocalTimeProvider, the easiest way to bypass an expired trial date, is for the
hacker to change the system date. For this reason it is important not to rely exclusively on the
LocalTimeProvider.

The ServerTimeProvider is more difficult to bypass. Because the date is from the server, the
hacker cannot change it. Similar to the surety, the date returned from the server contains a
validation code that is used to validate that the date was not tampered with. Attempting to
modify the date or the validation code will cause the date to become invalid.
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9. Sending Custom Data To/From the Server

Custom data can be sent securely to and/or from the server by embedding the information in the
surety. The surety contains a property bag for this purpose. Because the property bag is part of
the surety, the same validation that prevents modifications and tampering to the surety ensures
that the contents of the property bag are also not modified.

The IPreValidate Interface

The IPreValidate provides an opportunity to perform pre-processing and to fail the validation if
desired.

This interface is used when passing data from the client to the server. Before the InstallKey is
validated on the server, the web service will look for a dll in the bin folder that contains a type
that implements the IPreValidate interface that also matches the keyset. If a type is found, it is
created and the PreValidate method will be called.

The IPostValidate Interface

The IPostValidate interface is typically used when passing data from the server to the client.
After the InstallKey is validated successfully, the web service will look for a dll in the bin folder
that contains a type that implements the IPostValidate interface and that matches the keyset. If
a type is found, it is created and the PostValidate method will be called.

The PostValidate method will only be called if the validation succeeds, it does not get called if the
validation fails.

Object Instance Lifetime

During the process of validation on the server, a new instance of your implementation of
IPreValidate and/or IPostValidate is created for each key validation. This provides a separate and
distinct instance of the object for every call to the ValidateSurety() web service method.

The Property Bag

The ClientLicense object contains a property called PropertyBag. This object is a dictionary that
is used to pass custom data to the server and to retrieve custom data from the server. The
property bag and its contents are part of the surety and therefore the property bag and it's
contents is also tamper-proof.

Post Validate Example

The code snippets below show how to implement a Post Validate method. In this example we
are adding the ability to tag an installation key with a feature set attribute that indicates if the
Professional features are enabled. If the key being validated is determined to be an Professional
key, then the IsProfessional custom property is set to true in the property bag. On the Client
side, the IsProfessional custom property can be read and the appropriate action will occur.
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public class CustomPostValidate : IPostValidate {

/// <summary>
/// This property must match the keyset name
/// </summary>
public string KeysetName {

get {

return(*'MyKeyset");

¥

3

/// <summary>
/// This method performs the postvalidate and puts a value in the
/// property bag. The value will be sent to the client securly inside
/// the surety
/// </summary>
public void PostValidate(Guid installGuid,
Dictionary<string, object> propertyBag) {
IT (IsKeyProfessional(installGuid))
propertyBag["1sProfessional'] = true;
else
propertyBag["IsProfessional'] = false;
return;

Server Side Post Validate Code
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private const string _password = ngnj;
private const string _keysetFactor = nj<keyset >é é</;keyset >nj

/// <summary>
/// Validates that the application is licensed. Will validate against
/// the server if the local surety file is not found or is not valid
/// </summary>
/// <returns>
/// true if the license is valid, false otherwise
/// </return>
public bool ValidateLicense() {
ClientLicense cl;
string key;
EnumValidationStatus result;

cl = new ClientLicense(_password, _keysetFactor);
ifT (cl.IsLicensed) {
ShowLicenseType(cl);
return (true);
T
key = PromptUserForKey();
iT (cl.Doeslnstal IKeyMatchKeyset(key) == false)
return (false);
result = cl.ValidateAgainstServer(key);
if (result == EnumValidationStatus.OK) {
ShowL icenseType(cl);
return (true);
3
return (false);

}

/// <summary>
/// Displays a message box if the license is a professional license
/// </summary>
private void ShowLicenseType(ClientLicense cl) {
bool isProfessional;

isProfessional = Convert.ToBoolean(cl.PropertyBag["IsProfessional']);
if (isProfessional)
MessageBox.Show("'This is a professional license");
else
MessageBox.Show("'This is a standard license");
return;

Client Side Property Bag Example
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10. Custom Identifiers and Matching

By default, InstallKey uses the Hard Disk, Bios, Network Adapter and the Processor ID as the
source of the unique identifier values. For some use cases, this is more than enough; while in
others, you may want to add additional identifiers. Or in other cases, you may want to replace
all the default identifiers with identifiers of your own.

The default matching algorithms compare the current identifiers against the identifiers stored in
the surety or against the identifiers stored in the database to ensure that a minimum number of
matches exist. When calling the the IsLicensed property or ApplyValidatedSurety method, the
current identifiers are compared against the identifiers stored in the surety. When calling the
ValidateAgainstServer method the current identifiers are sent to the server where they are
compared against the identifiers stored in the database.

InstallKey provides three interfaces that when implemented, allow you to modify and/or replace
the default identifiers and/or matching algorithms. In most cases, if you are customizing the
identifiers or the matching, you will need to provide objects that implement all three interfaces to
maintain the consistency of the matching. This provides unlimited possibilities for implementing
custom identifiers and matching algorithms.

The lldentifierFinder Interface

The IldentifierFinder interface is used to provide one or more of a single type of custom
identifiers to the IdentifierFinders collection of the ClientLicense object. These identifiers are
stored in the surety and validated against the server.

To provide your own identifiers, you will need to add one or more classes that implement the
IIdentifierFinder interface to the IdentifierFinders collection of the Client License object. Each
IdentifierFinder implementation returns zero or more identifier values. Multiple, custom
IIdentifierFinder types can be added to the IdentifierFinders collection. Also, any or all of the
default identifiers can be removed.

In the examples that follow, InstallKey is being used to validate against only the machine name.
This would result in a unigue key usage for each machine where a key is validated that is based
only on the machine name. To do this, the default identifiers will be removed and the custom
machine name identifier finder will be added. Please notice that this is just an example on how
to modify and use the identifiers and matching algorithms. The machine name is not necessarily
a good identifier as it can easily be changed by the user.

The first step is to create a MachineNameFinder object that implements the IIdentifierFinder
interface.
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public class MachineNameFinder : lldentifierFinder{

public IList<Installldentifier> Getldentifiers( {
List<Installldentifier> list;
Installldentifier identifier;

list = new List<Installldentifier>();
identifier = new Installldentifier(
"MachineName", Environment.MachineName);
list_Add(identifier);
return (list);
¥

public string Name {
get { return (“"MachineNameFinder'); }

An IldentifierFinder Implementation

Next the default identifiers must be removed and replaced with the custom MachineNameFinder.
The code snippet below shows how to replace the default identifier finders with the custom
MachineNameFinder.

string _password = ngnj;
string _keysetFactor = nj< k e y s<hName>MyKeyset</Name>¢ ¢é </ keyset >nj

ClientLicense cl;
IldentifierFinder finder;

cl = new ClientLicense(_password, _keysetFactor);
cl._ldentifierFinders.Clear(Q);

finder = new MachineNameFinder();
cl.ldentifierFinders.Add(finder);

Adding the Custom Identifier Finder

Now when the IsLicensed property or the ValidateAgainstServer method is called, InstallKey will
use the custom identifiers instead of the default identifiers.

The IClientldentifierMatch Interface

The IClientIdentifierMatch interface is used to provide custom identifier matching logic to the
ClientLicense object. The IsMatch method is called in the ClientLicense.IsLicensed property and
also during the ClientLicense.ApplyValidatedSurety method to verify that the identifiers stored in
the surety match the current identifiers.

InstallKey provides two objects that implement the IClientIdentifierMatch interface which can be
used to implement common matching algorithms. The MinCountClientIdentifierMatch object
evaluates if a minimum number of identifier matches exist. The ExactClientIdentifierMatch object
evaluates if an exact match of the identifiers exist. You may use either of these objects to
change the way matching is performed, or you can implement your own object that implements
the IClientIdentifierMatch interface.

The code snippet below is a continuation of the example above where the MachineName is used
to customize the matching. In this example, the default ClientIndentifierMatch is replaced with
an exact match algorithm.
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string _password = ngnj;
string _keysetFactor = nj< k e y s<Hame>MyKeyset</Name>é é </ keyset >nj

ClientLicense cl;
IldentifierFinder finder;
IClientldentifierMatch matcher;

cl = new ClientLicense(_password, _keysetFactor);
cl.ldentifierFinders.Clear();

finder = new MachineNameFinder();
cl.ldentifierFinders.Add(finder);

matcher = new ExactClientldentifierMatch();
cl.ClientldentifierMatch = matcher;

Using a Custom Client Match Algorithm

The lldentifierMatch Interface

The IldentifierMatch interface is used to provide custom identifier matching logic during key
validation on the server.

When the installation key is validated on the server, the web service will look for a dll in the bin
folder that contains a type that implements the IIdentifierMatch interface that also matches the
keyset name. If a type is found, it is created and the IsMatch method will be called.

InstallKey provides two objects that implement the IIdentifierMatch interface which can be used
to implement common matching algorithms. The MinCountIdentifierMatch object evaluates if a
minimum number of identifier matches exist in the database for the installation key being
validated. The ExactldentifierMatch object evaluates if an exact match of identifiers exist in the
database for the installation key being validated. You may use either of these objects to change
the way the default matching is performed, or you can implement your own object that
implements the IIdentifierMatch interface.

The code snippet below is a continuation of the example above where the MachineName is used
to customize the matching. In this example, the default IndentifierMatch for the MyKeyset
keyset is replaced with an exact match algorithm. The MyKeysetMatch object is derived from
ExactIdentifierMatch, and the compiled dll is put in the BusinessService bin folder where it can be
found at runtime.

public class MyKeySetMatch : ExactldentifierMatch {
public MyKeySetMatch()
: base("MyKeyset™) {
return;

Deriving a Custom Server Match Algorithm
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11. Storing the Local Surety

Once the installation key has been validated against the server, the surety is persisted so that it
can be used to validate the license without another round trip to the server. By default the
surety is persisted as an XML file in the current working folder. Two implementations of this
interface are included with InstallKey and a third is provided as sample.

The ISuretyStorage Interface

The ISuretyStorage is used by the ClientLicense object to persist and read the local surety. Any
object that implements ISuretyStorage can be used to persist and read the surety. This provides
unlimited possibilities for implementing a custom storage mechanism.

SuretyStorageFile

This is the default Surety Storage object used by InstallKey. The SuretyStorageFile object is used
to persist and read the surety from a file on the file system. Below is a code snippet showing how
to create a ClientLicense object that will persist the surety to a file in the root of the C drive.

ClientLicense cl;
ISuretyStorage storage;

storage = new SuretyStorageFile( @0 8Sur ety. xml 0) ;
cl = new ClientLicense(_password, _keysetFactor);
cl. SuretyStorage = storage;

SuretyStoragelsolated

The SuretyStoragelsolated object is used to persist the surety as an XML file using the .Net
isolated storage mechanism. By default the xml file is stored using GetMachineStoreForDomain
scope. Below is a code snippet showing how to create a ClientLicense object that will persist the
surety to a file in the root of the Isolated Storage.

ClientLicense cl;
ISuretyStorage storage;

storage = new SuretyStoragelsolated();
storage. FilePath = ASurety. xmlo
cl = new ClientLicense(_password, _keysetFactor);
cl. SuretyStorage = storage;

Database Storage

Another surety storage possibility is to store the surety in a database record. The
WebAppSample includes an example of how to implement an ISuretyStorage such that the surety
can be persisted to/from a database.

Securing the Surety from Viewing

Regardless of where the surety is stored, it can be casually viewed. In the case of storing the
surety in a file, the contents can be viewed with any text editor. This is just the nature of XML,
and it is also the intention of InstallKey to allow the surety to be viewed. Because the surety is
tamperproof, the user will invalidate the surety if they attempt to modify it. Therefore, it may be
best to allow the user to see the content just to show what information is collected and prove
that you have nothing to hide.

However, you may not want the user to be able to see the contents. In this case, set the
EncryptLocalSurety property to true. When EncryptLocalSurety is true, the entire contents of the
surety will be encrypted.
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12. Validation without an Internet Connection

There are scenarios where a customer may not be able to validate a license because access to
the internet is not available.

Use Case

What happens when your customer wants to install your application in a highly secure, or locked
down environment where the internet cannot be connected to for any reason? In this scenario,
the web service call will always fail, and the license cannot be validated directly.

Solution

The solution to this is @ manual transport that maintains the security of the licensing. To do this
these steps can be taken.

1. The unvalidated surety is exported as an xml file on the local machine
The surety file is copied to a floppy disk or USB key.

The surety file is taken to a machine that does have internet access.
The surety file is uploaded to a web server and is validated.

The validated surety file is downloaded from the web server.

The validated surety file is copied to a floppy disk or USB key.

The validated surety file is taken to the machine that does not have internet access.

© N o vk wN

The validated surety file is applied, and the application is licensed.

All subsequent license validation will not require another round trip to the server as all the
necessary information is already securely in the surety stored on the local machine.

Security of the Solution

This manual method of validating the license is just as secure as validating it directly over the

internet. Both the unvalidated and validated sureties are tamperproof, and are also specific to
the machine where they are installed. This makes it virtually impossible to modify the surety,

and therefore virtually impossible to use the validated surety file on more than one machine.

Example

See the Client Side Tester sample for an example of how to export the unvalidated surety as a
file, validate the surety and apply the validated surety.
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13. Class Library Reference

The InstallKey class library help files contain detailed class library documentation. Please refer to
the associated .chm files for more information on the Add Ins, Client Side components and the

BusinessLayer.asmx web service.
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14. Future Enhancements

Many additional new features and customizations are planned for future releases. The following
is a short list of planned enhancements to InstallKey. The list is in no specific order, and no
definitive release date has yet been planned.

e Keyset Unspecific interfaces to allow a customization to apply to all keysets
e Keyless demo installation keys

e A (ClientLicense object for Silverlight

e Support for Visual Studio 2010 and the .Net Framework 4.0

Any additional requests for new features or enhancements can be made by contacting
LomaCons.
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15. Product Support and Contact Information
All product support is provided by web and email.

Frequently Asked Questions

Frequently asked questions and group discussions about InstallKey can be found on the Microsoft
Code Gallery website at http://code.msdn.microsoft.com/InstallKey. Additional FAQs can be
found at http://www.lomacons.com.

Email Support

Support for InstallkKey can be sent to support@lomacons.com. In most cases, you should receive
a reply by the next business day or sooner.

Sales and Information
Product sales can be reached by email at info@lomacons.com.
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